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Part 2-3:Patch management in the IACS environment’
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2-4 :Installation and maintenance requirements for IACS suppliers’
7] ITEC/TR 62443-3-1 Industrial communication networks—Network and system security—
Part 3-1;:Security technologies for industrial automation and control systems
8] IEC 62443-3-2 Industrial communication networks—Network and system security—Part
3-2:Security levels for zones and conduits’
9] IEC 62443-4-1 Industrial communication networks — Network and system security — Part
4-1:Product development requirements’
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10] IEC 62443-4-2 Industrial communication networks—Network and system security
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13 ISO/IEC 27002 Information technology—=Security techniques—Code of practice {or infor

mation security management
14 ] NERC CIP-002 Cyber Security—Critical Cyber Asset Identification
15] NERC CIP-003 Cyber Security—Security Management Controls

16 NERC CIP-004 Cyber Security— Personnel & Training
17 ] NERC CIP-005 Cyber Security
18] NERC CIP-006 Cyber Security —Physical Security of Critical Cyber Assets
19 ] NERC CIP-007 Cyber Security — Systems Security Management

20 ] NERC CIP-008 Cyber Security—Incident Reporting and Response Planning

21] NERC CIP-009 Cyber Security—Recovery Plans for Critical Cyber Assets

221 NIST FIPS 199 Standards [or Security Categorization of Federal Information and Infor-
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mation Systems

23] NIST SP800-52  Guidelines for the Selection and Use of Transport Layer Security( TLS) Im-
plementations

24] NIST SP800-53 Rev. 3 Recommended Security Controls for Federal Information Systems
and Organizations

' 25] NIST SP800-57 Recommendation for Key Management
261 NIST SP800-82 Guide to Industrial Control Systems (1CS) Security

271 NIST SP800-92  Guide to Computer Security Log Management
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281 Gilsinn.].D..Schierholz. R.,Security Assurance Levels: A Vector Approach to Describing
Security Requirements, NIST Publication 306330, October 20,2010,

291 1ETF RFC 3647.Internet X.509 Public Key Infrastructure.Certificate Policy and Certifica-

tion Practices Framework

301 Digital Bond Bandolier project.available at http://www.digitalbond.com/tools/bandolier/

" 31] Open Web Application Security Project (OWASP) .available at http://www.owasp.org/
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